
 

 
POLICY 

CYBER SECURITY 
 
 
 
 
It is the company’s desire and obligation, in line with international regulatory frameworks, to ensure that our 
ships IT (information technology) and OT (operations technology) systems are always operated in a safe 
manner.  
 
 
To that end, the company will establish and maintain appropriate cyber security measures to prevent 
cyber security incidents which may ultimately endanger the safety and security of the ship and those aboard. 
 
 
In implementing this policy, the company will: 

• Define and implement cyber security procedures which protect our ships and those onboard, 

• Define and implement cyber security procedures which protect the wider community and the ports 
in which we operate, 

• Regularly scan for, and identify, cyber security risks and implement safeguards to reduce the risk 
of these events occurring on our ships, 

• Work to continuously improve the cyber security awareness and knowledge of our personnel, 

• Prepare contingency plans for responding to cyber security incidents. 
 

In achieving the aims of this policy, the company will: 

• Ensure that all personnel receive all mandatory training in relation to cyber security, 

• Ensure that cyber security awareness is actively promoted amongst all personnel, 

• Ensure that all IT and OT systems are configured to reduce risks of incidents, 

• Monitor and review all cyber security procedures and plans to ensure they comply with all 
mandatory requirements and to provide for continuous improvement and update. 

 
 
The company will ensure that all personnel with access to IT and OT systems, including but not limited to the 
Company Cyber Security Officer, the Master and the Ship Cyber Security Officer, are given all necessary 
support to fulfil their duties and responsibilities in accordance with relevant regulatory requirements. 
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